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We all expect that our personal health information will be kept strictly confidential, right? However,

there is a difference between confidentiality and privacy. But what is it? In today’s technologically
advanced health care system, your medical information is likely ‘shared’ by no less than a minimum of 20 different

information handlers, from doctors to nurses, various technicians, insurance providers, claims processors, medical

coders, ambulance drivers, and even health care volunteers. Yet, despite this widespread—and even

global—sharing of your most intimate medical details, the patient’s right to have it all kept private and confidential

must be respected and maintained.

Why is Portability
Regulated?

The Health Insurance Portability
and Accountability Act (HIPAA) of
1996 was originally promulgated
to protect patients’ rights and
confidentiality in the course of
moving one’s health insurance
from one employer to another,
and to ensure that the portability
of one's coverage would be a
seamless and uninterrupted
process. Furthermore, the Act

was intended to protect the
confidentiality of a patient’s
Protected Health Information (PHI)
as the patient, by necessity, shared
that information with a variety of
healthcare providers.

Who is a
Covered Entity?

The privacy and data security
provisions in HIPAA apply to
‘covered entities’, defined as

any healthcare organization
(including a health plan) that
interacts with confidential medical
information in electronic form.

By extension, the definition
applies to any and all members

of such an organization’s staff,
regardless of whether they are
strictly medical personnel, or
pharmacists, administrators,
clerks, maintenance workers, or
even food service workers, and,
volunteers, such as ‘candy stripers/,
assisting under a facility's direct
supervision.

Businesses Beyond

Medical Providers

In 2009, the Obama
Administration passed the
Health Information Technology
for Economic and Clinical Health
(HITECH) Act to encourage the
adoption of health information
technology, and specifically, the
use of Electronic Health Records
(EHR) by healthcare providers.
Subsequently, in the era of
cross-border exchange of data
being commmonplace, independent
contractors and various auxiliary
service providers also came
under HIPAA regulation and were
subject to compliance with its
security provisions. Outsourced
laboratory services, overseas
radiologists hired to review X-rays
and other diagnostic imaging
results, outsourced medical
coding staff, and medical records
storage managers, who are all
deemed ‘Business Associates’ as
per HIPAA's 2013 revisions, and
subject to HIPAA's privacy and
security requirements.

The outsourcing of PHI datais a
particular area of concern given
the fact that some of the largest
breaches of PHI security reported
to the Department of Health

and Human Services (HHS) have
occurred while medical data was
being processed by or transferred
to or from such outsourced

Business Associates.

THE HITECH
AGT ALSO
ADDRESSES
THIS WITH

ITS BREACH
NOTIFICATION
REQUIREMENTS,
SPECIFYING
WHEN BREACHES
OF UNSECURED
HEALTH
INFORMATION
MUST BE
REPORTED TO
HHS.



Understanding
Privacy and
Confidentiality

Although the terms ‘privacy’ and
‘confidentiality’ may often be
confused or used interchangeably,
HIPAA makes a distinction between
the two - privacy is the patient’s
right to determine to whom, when,
and how PHI will be disclosed. While
confidentiality is the PHI handler’s
obligation not to disclose or expose
such PHI without authorization.

As required by HIPAA, healthcare
organizations have an
already-prepared ‘Notice of

Privacy Practices’ governing

how patient information will be
protected, what type of information
may be shared and under what
circumstances. Typically, the
organization is permitted to share
or disclose patient information

as necessary for medical care or
treatment, but also, to apply for
payment from a health plan and

in order to comply with mandatory
regulatory reporting and disclosure.
However, the sharing of patient
information for marketing purposes
is prohibited by HIPAA without
patient authorization.

Penalties for HIPAA
Non-compliance

In the event of a HIPAA violation

by a covered entity, penalties may
be administered by HHS's Office

for Civil Rights (OCR), or by state
attorneys general. A HIPAA violation
may be deemed unintentional if,
for example, more than necessary
PHI has been disclosed, thereby
violating the ‘minimum necessary
information’ standard (disclosed
PHI must be limited in scope to the
minimum necessary to achieve the
disclosure purpose). An example of
a deliberate violation would be the
unnecessary delay in issuing breach
notification letters to patients

and exceeding the maximum
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timeframe of 60 days following

the discovery of a breach to issue
notifications. Many HIPAA violations
result from negligence, such as

not performing a risk assessment,
which is a frequent HIPAA violation.
Understandably, the penalties
imposed for an unintentional HIPAA
violation will be at a lower rate than
for willful violations.

HIPAA uses a tiered structure for
imposing penalties, which are
designated as:

> Tier1-Aviolation that the
covered entity was unaware of
and could not have realistically
avoided

> Tier 2 - Aviolation that the
covered entity should have been
aware of but could not have
avoided even with a reasonable
amount of care

> Tier 3 - Aviolation suffered as a
direct result of ‘willful neglect’ of
HIPAA Rules,

> Tier 4 - Aviolation of HIPAA
Rules constituting willful
neglect, where no attempt
has been made to correct the
violation
Civil money penalties have
corresponding penalty tiers recited
in the HITECH Act of:

> Tier1-Minimum fine of $100 per
violation up to $50,000

> Tier 2 - Minimum fine of $1,000
per violation up to $50,000

> Tier 3 - Minimum fine of $10,000
per violation up to $50,000

> Tier 4 - Minimum fine of
$50,000 per violation

However, in the event of a finding
of severe negligence or willfulness,
a civil money penalty can reach a
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maximum of $1.5 million per
violation.

Conclusions

Although HIPAA started out

as a statute to ease the portability
of health insurance coverage for
employees, Covered Entities and
their Business Associates must
be keenly mindful of the PHI
protection and privacy aspects
that have evolved into an
absolute concern for the
healthcare industry as a whole.
Considering the regulatory liability
and burdensome financial
penalties, all businesses subject
to the law should always keep
HIPAA as the core of their
compliance initiatives.

Executive
Summary

1. The Issue

How to protect a patient’s right to
privacy under HIPAA when dealing
with enormous volumes of PHI on a
daily basis?

2. The Gravamen

A thorough and in-depth
knowledge of the ins and outs of
HIPAA compliance is essential for
any healthcare organization in order
to avoid non-compliance, be it by
way of unintentional negligence or
willful non-compliance.

3. The Path Forward
Professional training of staff,
enterprise governance guidelines,
and ongoing risk assessment

must be adopted in order to stay
compliant with HIPAA, HITECH, and
related statutes and regulations.
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Action Items:

1

Risk Management Assessment:

Have a Risk Management Assessment conducted in order to identify potential areas of
non-compliance whether by medical personnel or administrative/clerical employees, and, require
the same of any vendors your organization outsources their data processing and data management
work to.

Risk Framework:

Once exposures and risks are analyzed, formulate a Risk Framework under which monitoring,
reporting, and corrective measures will be taken as compliance and non-compliance. The
Framework must designate who in the hierarchy or your organization has primary responsibility
for these functions (typically a Compliance Officer) and how the Framework policies will be
disseminated to all divisions within your organization down to the individual employee.

Regular Review:

Your Risk Assessment is not a one-off task, but rather must be built into your operations as an
ongoing process. Your Framework must be regularly updated to reflect the findings of your
Assessments.

PHI Security and Access:

Ensure that PHI security measures are up to date, and, any breaches—no matter how seemingly
insignificant—are treated with the utmost seriousness, and, importantly, are disclosed to regulators
where mandated.

Further Readings

1.

https://www.hipaajournal.com/what-are-the-penalties-for-hipaa-viola-
tions-7096/

2. https://Ims.rn.com/getpdf.php/1808.pdf

3. https://www.cleardata.com/hipaa-security-rule-standards-and-imple-

mentation-specifications/

4. https://www.hhs.gov/hipaa/for-professionals/privacy/laws-regulations/

index.html

5. https://www.hipaajournal.com/what-is-the-hitech-act/

6. https://Mww.hhs.gov/hipaa/for-professionals/covered-entities/sam-

ple-business-associate-agreement-provisions/index.html
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GreenPoint Global was founded in 2001 and since
that time has faithfully served an expanding roster of
clients. GreenPoint leverages a unique combination
of US-trained attorneys and proprietary technology to
deliver a unique offering of skill and flexibility to meet
client needs.

Our core team of experienced US aftorneys is
based in Israel and works US hours. The breadth
of experience of our aftorneys ensures high-quality,
cost-effective results across a wide range of legal,
compliance, and regulatory matters.

GreenPoint’s methodology and proven track record
of achieving client objectives has resulted in a
broad base of clients in the United States, ranging
from Fortune 500 insurance companies to solo
practitioners, law firms, in-house law departments,
and legal publishers. GreenPoint attorneys are
selectively recruited and deployed based on
possessing demonstrable subject matter expertise
covering a broad spectrum of substantive US laws
and regulations. The work product of our attorneys is
thoroughly vetted internally before delivery to client.
Adherence to quality, value and flexibility is at the
core of our foundation.
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please visit our subsidiary websites through the
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